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Abstract 
 
In this paper we propose a new rank code based signature scheme that used a concatenation of the 
LRPC and the λ-Gabidulin codes. Our construction benefits from the decoding algorithm of both of codes 
a considerable security levels with a moderate public key size. 
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Introduction 
 
In 1978, McEliece introduced the code based cryptography and opened the problem of finding 
an efficient signature scheme to solve. Until now, there is no efficient algorithm known due to the 
large public key of CFS scheme (Courtois et al, 2001) and the large signature size of Fiat-
Shamir heuristic (Stern, 1996) and a slow signing algorithm of them. In Santini et al. (2018) there 
was proposed an algorithm which provided a reduced key size from the structure of the codes 
used but it had a large signature size. Those schemes are not practical since they have to repeat 
the protocol many times in order to guarantee the correctness and security of the message, and 
they are vulnerable to attacks such as key recovery and reaction attacks. 

In 1991, Gabidulin introduced an analogue to the code based cryptography called rank 
based cryptography. The main advantage is the reduction of key size of the public key but these 
codes are very structured. Recently Gaborit et al. (2015) proposed a new rank signature 
algorithm based on LRPC codes similar to NTRU in Hamming metric. It was submitted to the 
NIST call but it has been withdrawn due to an attack which recover its drawback; the very low 
weight of the public code’s codewords (Debris-Alazard and Tillich, 2018). The main problem that 
the signatures scheme are based is the Syndrome Decoding problem (SD) which is NP-
complete in Hamming metric, while in the rank metric, this problem is proved to be hard in 
Gaborit et al. (2014). Many attacks were developed to solve this problem and classified into 
combinatorial and algebraic attack which are both feasible for specific parameters. 

Many Attacks on the signatures schemes were developed such as the information 
leakage attack and the forgery information attack. They are efficient since they can recover the 
hidden structure of the public key by the information leaking from real signatures, and the 
reaction attack that recover the reaction of Bob to recover the structure of the code. 
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Most efforts in the rank-based cryptography were based on constructing new public key 
cryptosystems (PKCs) to countering attacks. Recently, Jon-Lark et al (2018) proposed McNie as 
a new PKC that submitted to the NIST call (NIST, 2019) and consisted in combining the McElice 
and the Niederreiter cryptosystems, using parity check matrix of an [n,k] codes in the private key 
and the generator matrix of an [n,l] linear code in the public key. It benefited from the 
construction of 3-QC-LRPC and 4-QC-LRPC a major reduction of the key with high security 
level. Another proposition on a new signature and identification scheme was given by Bellini et al 
(2018), it consisted of two signatures which reduce the public and private keys. But it has a large 
signature size. In addition with a new Identification scheme that resisted to an attack that was 
proposed also by the authors which made the Stern and Veron Identification scheme broken. 
Beside to this, the rank metric code has been enriched with the new construction code named λ-
Gabidulin codes proposed by Lau and Tan (2019), they used such a code in the McEliece-like 
cryptosystem such that the generator matrix of the public code is multiplied with a scrambler 
matrix associated to 𝜆 ∈ 𝔽𝑞𝑚

𝑛 . It is proved to be secure against attacks Overbeck’s, anulator 

polynomial and Frobenious weak attacks (Overbeck, 2008; Horlemann-Trautmann et al., 2016; 
Otmani et al., 2018). 

Our contribution is to provide a new rank signature in code-based cryptography for the λ-
Gabidulin code and the LRPC codes by their concatenation. The robustness becomes from the 
hardness of the rank syndrome decoding (RSD) problem and the efficient decoding algorithm of 
their concatenation. 

This paper is organized as follows: Section 2 we introduce an overview on signature 
schemes and some definitions on the rank metric with the RSD problem. Then in section 3, we 
describe the suggested signature scheme based on the RSD problem with the desired 
concatenation code. The security analysis is studied in section 4. Finally, we conclude our work. 

 
Preliminary 
 
A. Overview on signatures schemes 
 
Generally, all signatures schemes consist of three steps or more precisely algorithms: 
a. Generation of pair of keys : public and secret. 
b. Construction of the signature using a cryptosystem (McEliece or Niederreiter) with the secret 

key and a hash function on message M. 
c. Verification of the signature if it is valid using the public key. 
The conditions that every signature should achieve are as follows: 
d. Message authentication: The sender of the message is authentic. 
e. Integrity of the message: Message has not been modified during transmission. 
f. Non repudiation: The sender of a message cannot deny the creation of the message. 

 
B. Background on rank metric codes 
 
Let Fq be a finite field of q elements and let Fqm be an extension field of degree m. Let x = 
(x1,...,xn) be a vector over Fqm and (a1,...,am) be a basis of Fqm over Fq such that ai ∈ Fq for i = 

{1,...,m} and  for j = {1,...,n}. 
The maximal number of elements xj that are linearly independent over Fq define the rank 

of x over Fq which denoted by rk(x|Fq). The rank distance between two vectors x and  is : 
dr(x,y) = rank(x − y|Fq). 

Any code C of length n and dimension k over Fqm has a minimum rank distance dr(C) = 
dr = min{dr(x,y)|x,y ∈ C,x 6= y} is a rank metric code, verifying the Singleton bound d ≤ n − k + 1. 
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If this inequality is achieved the code will be a Maximum rank distance (MRD) codes for 𝑚 ≥ 𝑛. 

Therefore, we say that the code correct t errors if t= ⌊
𝑑−1

2
⌋. 

The k × n generator matrix G of a MRD code is defined for any set of elements g1,...,gn 

from Fqm that are linearly independent over Fq and its parity check matrix H which has for any 
elements from Fqm linearly independents over Fq the following definition 
 

and 

    

 
 
 
                                    (2) 

  

where 𝑔[𝑖] = 𝑔𝑞𝑖 𝑚𝑜𝑑 𝑛
 (respectively ℎ[𝑗] = ℎ𝑞𝑗 𝑚𝑜𝑑 𝑛

is the i-th Frobenius power of g with i = 1...n. 
(respectively the j-th Frobenius power of h with j = 1...d − 1). 
 
Definition 1: The Fq-sub vector space of Fqm generated by {g1,...,gn} denoted by E is the support 
of g of dimension r (where r = rank(g|Fq)). 
The number of possible supports of length n and dimension r over Fqm can be calculated by the 
Gaussian binomial 

. This notion is very interesting in the RSD problem to recover the complete 
coordinates of g. In the sequel, we define two known codes in order to construct another one to 
analyze our application to cryptography. Gaborit et al. (2013) proposed a new codes that are 
analogy to the LDPC codes as given in the following definition: 
 
Definition 2: The LRPC codes of rank d, length n and dimension k over Fqm, has H(hi,j) as a (n − 
k) × n paritycheck matrix of weight d which represents the dimension of F the subspace of Fqm 

generated by coefficients of H, ie: we write . Where {F1,...,Fd} form a basis of F. 
Recently, a new code had been proposed by Lau and Tan (2019) defined in the rank metric in 
analogy to the Generalized ReedSlomone codes. A definition of such codes is given as follows: 
 

Definition 3: (λ-Gabidulin codes (Lau and Tan, 2019)) Let g =  be linearly 
independent over Fq and 

. The λ-Gabidlin code over Fqm of dimension k associated with vector g 
and λ is the code generated by a matrix Gλ of the form 
 

 

 
 
                                 (1) 



Malaysian Journal of Computing and Applied Mathematics 2019, Vol 2(2): 25-31 
©Universiti Sultan Zainal Abidin 
(Online)

 

28 
 

 

 
 
 
                        (3) 

 
and its parity check matrix is given by 
 

 

 
 
 
                     (4) 

 
Such codes had been selected in the application of cryptography; the McEliece like 

cryptosystem and proved out that it can be resistant for the rank syndrome decoding problem 
(RSD) to known attacks for well chosen parameters. 

The Rank Syndrome Decoding problem (RSD) was the most interesting problem studied 
for more than 20 years ago, to find the codeword x which satisfies the two conditions: 

The rank(x|Fq) = r and Hxt = s, with a given integer r,  and H is a (n−k)×n matrix over Fqm 
with k < n. This problem is NP-hard with a randomized reduction in Gaborit and Zemor (2016) 
and is proved to be hard in Gaborit et al. (2014) which is convenient for decoding algorithm 
security. 
 
Proposition 1: Let C1 and C2 be a [n,k1,d2] LRPC code and a [n,k2,d2] λ-Gabidulin code 
respectively. The concatenation of these two codes is defined as a code C = (C1|C2), with 
parameters [n = n1 ·n2,k = k1 ·k2,d] where d ≥ d1 ·d2. The code C consists of vectors v = (v1,v2) 

where v1 ∈ C1 and v2 = λv1 ∈ C2 with . 
This construction increases all the parameters of the code and its decoding algorithm will 

consider first the decoding algorithm D1 (Gaborit et al., 2014) of the LRPC code C1 as the inner 
code and then the decoding algorithm D2 (Lau and Tan, 2019) of the λ-Gabidulin C2 as the outer 
code. Such decoding algorithm is an error/erasure decoder which can correct r errors and r' 

erasures only when 2r + r' < d. 
 
New Rank Signature Scheme 
 
For the construction of the scheme, we define the subspace E = E' +T of dimension t = 2r +r' 

over Fqm such that E' is the subspace of errors of dimension 2r and T ⊂ E'  is the subspace of 
erasures of dimension r'. 
a. Key generation: 

i) Input 
- Invertible matrix S of order (n − k) over Fqm. 
- Invertible matrix P of order (n + r') over Fqm as given in Gabidulin (2008). 
- A concatenated code over Fqm between LRPC and λ-Gabidulin code with parity check 

matrix H of size (n − k) × n. Which can decode t errors. 
Choose at random a matrix R of size (n − k) × r' and compute Hpub = S[H|R]P. 
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ii) Output : A pair of keys (pk,sk) such that 
- pk: Hpub, hash function hash and an integer l. 
- sk: S, P, H and R with D1 and D2. 

b. Signature of message M: 
i) Input : A message M and sk. 
- Pick randomly b ∈ {0,1}l. 
- Choose r' random independent elements (e1,...,er') = e of Fqm. 
- Compute h = hash(M|b). 
- Decode h' = S−1hT − ReT by the decoding algorithms D1 and then by D2. 
- If the decoding algorithm works and outputs e' = (er' +1,...,en+r') with rank(e' |Fq) = 2r+r' then 

the signature outputs σ(e'' (PT)−1,b) where e'' = (e1,...,en+r'). Else return step 1. 
ii) Output : The signature σ = (e'' (PT)−1,b). 

c. Verifying of validity: 
i) Input : pk and σ. 
- Check if rank(e'') ≤ t. 
- Check if Hpube'' T = h then h = hash(M|b). 
ii) Output : ”Valid” if Hpube'' T = hash(M|b), else ”Invalid”. 

 
After generating the pair of keys, the signer initialized small vector b over Fq in order to 

compute it with the hash of the message M, and choose randomly a vector (e1,...,er' ) = e in a 
random support T over Fqm. Then, the signer decode the hash value by performing the 
decoding algorithm of the dual matrix of the public code using D1 and D2 with t errors. If such 
decoding returned to give (e1,...,en) of rank weight t = 2r + r'  then the signature will be 
transmitted to the verifier as a couple of (e''(P>)−1) with e'' = (e1,...,en+t1) which will assure that the 
number of errors/erasures is exactly t and that the Hpube' T = hash(M|b). If the decoding does not 
work or the verification is not valid then it will outputs ”Invalid”, else output will be ”Valid”. Since 
this signature presents a variant of the RankSign (Lau and Tan, 2019) we set the complexity of 
the signature and the verification algorithm about (n − k)(n + r' )log2(q) and the public key size of 
about (n − k)(k + r' )mlog2(q) while the signature size equals (m + n + r' )tlog2(q). 

To ensure the correctness of the signature we check the decoding capability of e''−1 and 

the output . Hence, we decode first by D1 : D1(h') = C(h'') then by D2 : D2(h'') = e' 

for an output e' of rank weight less than or equal to t and the verifier should obtain Hpube''T = 

Hpubh'T = Hpub(S−1h – Re'T)T = e'. We can write Hpube''T = h ⇒[R|H}PeT= S−1hT⇒[HP1e'T| RP2eT]= 
S−1hT where P1 and P2 are sub-blocks of P. By applying the decoding algorithm we get the output 
of decoding for S−1hT−RP2e'T which is e'. Therefore, we can decode correctly only when the rank 
weight of e'' and S−1h − Re'T is less or equal to the decoding capability t. 
 
Security Analysis 
 
The security of this signature algorithm is based on the difficulty of RSD problem, it can benefits 
from such a problem to withstand existed attack. Which has been developed over the years and 
categorized as attacks; on the PKC like the message recover which used the decoding attack 
and like the public key recover which used the algebraic attack. Rather than this, they used the 
attacks of Rank Syndrome Decoding problem and classified into combinatorial and algebraic 
attacks. Attacks on the message like the information set decoding which was developed in 1962 
by Prange (1962) as a technique of direct attack on the message. It is enough to find a set of k 
information positions with no errors. In the rank metric, it has been converted into the error 
support attack (Gaborit, Ruatta and Schrek, 2016). Another type which attack directly on the 
signature like the forgery attack which also proposed to forge the real signature algorithm and 
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consists in generating the valid signature of a message M that has not been signed by the right 
person. 

The proposed signature has the property of mixing two interested codes from the rank 
metric. The application of the LRPC codes had a moderate public key size. While the λ-
Gabidulin code had for chosen parameters a fast run time and resistant to Overbeck attack. In 
the attack of Otmani et al. (2018), it was given a particular case for which their attack can’t be 
feasible on RankSign; if the minimum distance of the public code is not too small (d ≥ 3) and 
(n−k)d is not too close too n. Roughly speaking, this attack can be feasible when it is provided 3 
condition naturally given by the RankSign; m = (r − t')(d + 1), n − k = d(r − t − t') and n = (n − k)d 
with t' is the dimension of subspace T' for which the attacker choose the matrix H' for decoding 
algorithm. With respect to these conditions we choose parameters to withstand such an attack. 

Table 1 we suggest a set of parameters for LRPC (Gaborit et al., 2014) and λ-Gabidulin 
(Lau and Tan, 2019). Their public key sizes (bits) with a moderate public key size of their 
concatenation. 

 
Table 1. Public Key Sizes with Security Level 120 

Type of code [n,m,k,q,t,r0,r] Public key size 

[16,18,8,216,2,4,6] LRPC 23040 

[79,83,31,2,8 = a] λ-Gab 15430 

[1264,83,248,2,48,8,20] Concatenation 21587968 

 
In Table 2 we compare the sizes of signature, secret key and public key with our variant in 
security level 128. Our variant has larger public key size and secret key size while it is moderate 
in the signature size. 
 

Table 2. Comparison of Sizes of Our Case with Ranksign, Rank Veron and Rank CVE Signature In 
Security Level 128 

SIGNATURE Scheme  
(parameters) 

|sign| |sk| |pk| 

RankSign  (n,n − k,m,q,t,r,r0) 
(16,8,18,216,2,4,6) 3456 41472 

 
23040 

Rank Veron (q,m,n,k,r,σ,h) 
(2,80,64,30,9,219,256) 1719296 7520 77124 

Rank CVE (q,m,n,k,r,σ,h) 
(2,80,64,30,9,128,256) 27389952 5120 310084 

Concatenation (n,m,k,q,t,r0,r) 
[1264,83,248,2,48,8,20] 65040 107265216 21587968 

 

 
Conclusion 
 
We proposed a concatenation code from LRPC and λ-Gabidulin codes and gave new version of 
RankSign: signature algorithm which had a moderate public key size and signature size with a 
considerably high level security. The art of having an efficient and fast signature scheme is an 
attractive subject to study in the future work. 
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