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Abstract: The protection and security of data and information have become of paramount importance
in the deferential areas including imaging, so it is best to protect them before transmitting them.
Today, various types of techniques and methods based on Chaotic Encryption are used to overcome
several types of threats. In this paper, we propose a new efficient image encryption system using a
new simple function permutation pixels(confusion) of an image and a chaotic generator map, the
proposed cryptosystem based on three steps: confusion, shuffling, diffusion. In the confusion step,
the pixels of the original image is swapped by a simple permutation function. In the shuffling step, the
confusing image is devised over four blocks as each block of pixels of the image is mixed, allowing
to give more unpredictability. In the diffusion step, the shuffling image is diffused by combining chaotic
sequence generated from the chaotic generator map used. The evaluation parameters used are:
Number of Pixel Rate Changes (NPCR), Unified Average Change Intensity (UACI), Peak Signal to
Noise Ratio (PSNR) and Mean Square Error (MSE).
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1. INTRODUCTION

The security needs of real life always remain increasing. For this reason, many people have developed
cryptographic systems to achieve these needs. When we talk about cryptography several interpretations
arise which can be used to achieve the flexibility, compliance, and privacy of data that is a requirement in
today's systems. Mathematicians and scientists, starting from Shanon's that date back to 1949 [1] have
proposed several cryptographic algorithms up to now like AES, DES, RSA [9,10].

All recent work for data security uses Shannon's basic techniques [1,2] that can be classified into two
main categories: the transformation of values (confusion) and permutation of positions (diffusion). The
combination between them is also possible. Chaos-based encryption algorithms [3] are considered good for
practical use as they provide a good combination of high speed, good security, and computational power.
Several ways for decreasing effects of Solak's attack or eliminating its possibility were proposed. There are
many chaosbased encryption algorithms which introduce the image security in different principle. In [4] A
new efficient image cryptosystem based on combination of confusion and diffusion with FRFT to provide
the best performance. The proposed algorithm uses Arnold cat map for confusion with the development of
a new Henon chaotic map for diffusion in FRFT. In [5] a new method of encryption/decryption based on
chaos and confusion-diffusion architecture. They also developed a new algorithm based mostly on two
standard chaotic maps, a logistics map, and a sine map. This method is applied for simple and medical
images to produce an encrypted image. In [6] they have tried to use a chaotic map to its full potential to
build a strong encryption scheme that can withstand any intrusion, and ensure safety of the image. This
Image encryption algorithm proposed using mathematical octave tool and verified by the use of a variety of
test series.

In [7] a new chaos-based cryptosystem has been proposed for securing images based on Arnold cat
map and Henon chaotic map. The Arnold cat map and the Henon map are two discrete chaotic maps that
are used in this scheme and the bit shuffling and pixel shuffling are reversible transformations that are
performed using the Arnold cat map with various secret parameters. In [8], a new efficient image encryption
algorithm using a set of chaotic maps has been proposed, consists of three steps: confusion, shuffling, and
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diffusion as shown in Fig. 1. In confusion step, the original image is confused by using Arnold cat chaotic
map. In shuffling step, the pixels of the confused image are shuffled to add more randomness. Finally, the
shuffled image is diffused by a key image generated by combining sequences generated from set of Henon
chaotic maps.

This paper is organized as follows, the next section describes the main structure of the proposed
cryptosystem, and in its subsections, the details of the used cryptosystem components are described.
Section 3 presents the security and the influence of the change of the pixels on the clear image by the
proposed cryptosystem analysis results.

2. THE PROPOSED SCHEME

The proposed encryption as in Fig. 2 shows the block diagram of our proposed encryption which consists
of three steps. In the first step, the image pixels of size N*N is confused based on our simple function of
permutation developed. In the pixel permutation, the pixels are shuffled without any alteration in value and
histogram. Therefore, the initial conditions and control parameters of this function serve as the first secret
key (number iterations of permutation on the image pixels). Our new function used is a simple function to
swap the pixels (x,y) of the original image in a new pixel location (x',y) in the permuted image as follow:

For each pixel (x,y) :

X'=x+y, y'=x'+x and b(x",y")= a(y,x) where b(x',y’) is the new pixels location in the shuffled image b, a(x,y) is
the pixels location of the original image a. In the second step [8] the confused image is devised over four
blocks, each block of pixels of the confused image is mixed as follow (Fig.1):
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Step 1: Divide the image into 4 blocks.
Step 2: Each block is shuffled in a predefined order (e.g. the block (1,2,5,6) is shuffled).
Step 3: Step 2 is repeated until it reaches the last quad.
Step 4: Each entire quad is considered as a single cell and shuffled in a predefined order (e.g entire quad
(5,6,2,1)) is shuffled to be (13,14,10,9) as shown in Fig. 2, we have divide the step three into two parts:
1- We adopt a henon chaotic map to generate encryption key images and change the pixel values of the
image. The developed Henon chaotic map is obtained by the equation (1)[4]:
Xi+1 = (r X Xi + yi) mod1
yis1 = Xi— b, i=0,1,2,... (1)
where b=0.3, r [0, »].The parameter r, the parameter b, initial value xo and the initial value x1 may represent
the second key, and the parameters are selected as b=0.3, r=1.4, x0=0.02, x1=0.08.
2- The shuffling image is X-ORed with the encryption key image.

3. SECURITY ANALYSIS

A cryptosystem is said to be reliable if one has the possibility of resisting attacks from intruders, interceptors
or any other form of enemies. In this article, we will evaluate the security of crypto by several families of
cryptoanalytic:

A- NPCR and UACI Analysis:

NPCR means the change rate of the number of pixels of the cipher image when only one pixel of the plain
image is modified. the unified average changing intensity, (UACI) measures the average intensity of
differences between the plain image and ciphered image, The NPCR and UACI of these two images are
defined in equations (4), (5) [11,12]:

Fij D)

NPCR == > 100 % (2)

W= H

vAC = —= [Z[Jw ] % 100 % (3)

W =H 255
where D(i,j) is defined as
c [0, if (CuUL ) = C2(1.§))
paid={y N2 G
W and H are the width and height of encrypted image Ca(i,j) and Cz(i,j), are the pixel's value of the
original and the encrypted image respectively.

B-Histogram:

To prevent the access of information to attackers, it is important to ensure that encrypted and original images
do not have any statistical similarities. The histogram analysis clarifies how the pixel values of image are
distributed. We test the histogram analysis of the proposed encryption algorithm using five plain images as
shown in Fig. 3 [15].

4. ANALYSIS & QUALITY PERFORMANCE MEASURES

PSNR and MSE Analysis [13,14]:

A. Peak Signal to Noise Ratio (PSNR):

PSNR is the ratio between the most feasible power of a signal and the power of damage noise that change

the reliability of its representation. Because many signals have an extremely wide dynamic range, PSNR is
usually specified in terms of the logarithmic decibel (dB) scale. The PSNR can be computed as follows:
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255 = 255

S SHL T G y) — gl )]

PSNR = 10 x log,,
(4)

where H and W area part of the height and widthof the image, severally; and f(x,y) and g(x,y) area section
the graylevels situated at coordinate (x,y) of the first image and attacked image, respectively.

B. Mean Square Error (MSE):
It is considered as an average squared difference between the original image and distorted image. It is
calculated by the formula given below:

MSE = =¥ (¥ — Yi)? (5)

where, Y is the distorted image and the Y is the original image[14].

5. EXPERIMENTAL RESULTS

The proposed algorithm uses only one round for confusion, pixel shuffling and diffusion. All the simulation
experiments have been carried out using MATLAB R2014a on Core i3, 4 GB RAM PC. The number of
shuffled blocks in the shuffling stage is 64, and the number iterations of permutation on the image pixels is
5. The following experiment used four images (Lena, Cameraman, Pepper, and House). These images
encrypted with their resolution 256*256.

a. Cameraman b.Lena c. Pepper d.House

Fig. 3. Original and Encrypted Images
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Fig 4. Histogram Analysis ((a) original image,
(b) encrypted image)

Table 1. NPCR and UACI Analysis

image NPCR UACI NPCR UACI
(Our) | (Our) Ref.[6] Ref.[6]
Cameraman 99,64% 32,11% 99.30 33.65
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Lena 99,62% 31,29% 99.61 33.50
Pepper 99,65% 31,20% 99.56 33.46
House 99,63% 28,97% 99.58 33.48

Table 2. PSNR and MSE (after encryption)

image PSNR (db) MSE
Cameraman 35.47 2.8347x 10*
Lena 31.83 6.5482% 104
Pepper 32.49 2,1x10*
House 31.20 7.5735% 10

Tables 1 and 2 shows that the result obtained by our cryptosystem is better than the results found by [6].

6. CONCLUSION

In this paper, we have designed and tested an effective new approach based on three steps. The
cryptosystem proposed uses a simple function of permutation of the pixels of the image and the
characteristics of the high sensitivity of the chaotic systems for the initial values by producing the secret key
of the chaotic generator usable in our cryptosystem. The results of the security analysis of four images
demonstrate the resistance of our cryptosystem. For our future work, we will use our proposed cryptosystem
in this paper in the image watermarking.
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